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GENERAL FEATURES
i3 CITRINO Servers

S5L Connection:

Locally or remotely allows the secure access to the Server
administration offers net security and allows remotely server
localization. It has the same administration options in each
case.

IP Addresses Blocker:
It blocks internal net users, closing every access port and
leaving a lkbps bandwidth.

MAC Address Authentication:

It authenticates internal net users through the physical net
address, offering quick and easy system access security. It
also unables internal net attacks, unwished bandwidth use
and company service access by external equipment.

IP Authentication:
Users' authentication by the internet profile, getting
customers' data through it

Ports' Blocker:
Special ports opaning/closing to each user or full service
using MNAT functions.

WAN Attacks Detection:
It detects net intruders and prevents internet attacks by a
wide statistic visualization.

FTP Server:
Server ta share files within the internal net in a
quick and safe way between authorized users.

Internal E-mail Server:
Emall Server ta the internal users' communication.

Timeframe Control:
The use of the Internet can be fixed by specific timeframeas,

Internet Access Control:
Limits the access to certain websites according to the user's
needs and the management's authorization.

Proxy Rules:
Denies certain applications and words for the Internet access.

Service Quality:

The server offers service guality on port B0 (navigation port)
and VolIP ports (1720 and 50&80) against P2P ports, offering
an effective all services functioning.

Bandwidth Control:

Bandwidth control can be defined in the downloading and
uploading, which makes it compatible with time-sensitive
asymmetrical applications. E.g. Satellital services,
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Bandwidth limitations:
Bandwidth administration code is between a range that goes
from 1Ebps up to what the user's needs.

Users Management:

Users management is developed in a quick and simple way,
authorizing users to access options according to the authority
level in the system. Therefore users' families are created with
net access permissions. It provides each user with a nick and
a password in order for the users to access to the services
remotely, even when not at the work station. Keeping the
same works functions.

Public IP:

The limited public IP assignment is managed by VYPHNs. In
order to do 50, a PPP call is made. This can be used by net
administrators.

Antispam:

It denies junk mail, leaving them visible just for the ones
authorized to look at them, or deleting them automatically.

Statistics:

13- CITRING line contemplates a full statistics system to
contral the net status as well as the server system use. This
implies being one step ahead to the clients' and ISP's needs
in a simple way.

Traffic Analysis: Internal and external NICs analysis of the
total bandwidth used.

NICs Status: Servers' NICs status, lost packages, NICs
provider.

System Logs: Server status, log in information.

Start up information: Hardware and services information in
the server start up.

Last logs: Last logs users information.
Active processes: Active processes details.

Resources Information: Physical server resources informa=-
tion like hard disk use, Mamory Use, Server processor.

IP Statistics: It shows the users use by day, month and year
in order to identify users online when visualizing statistics.,

Online Statistics: It shows users' anline use,

Bandwidth Assigned: It shows the total bandwidth use
assigned by the service provider. It allows checking if the
bandwidth used is enough to provide service efficiently.

ARP Table: ARP ocnline intersal net users information s
shiawed

FTP Use: allows to check FTP Service internal use and to
expand bandwidth.

E-mails: It allows checking emails in gueue, in transit,
amount of received/sent emails. Attachments, file's sizes. It
also allows checking emails considered as SPAM.
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Server Settings:

I3 CITRINO line has a DHCP server enabled by default. IPs
assigned to customers can be preset by the installer, set on
the server, which makes it easier for customers to use the
Internet. DHCP option can be unabled from the WEB
configuration.

WAN net address and the server Internet connection can be
set up from the server WEB. The allowed connections are:

- Fix 1P

- Dynamic IP
- PPPoE

Server's Actions:
The following services can be done on the server's basic
options.

Free Bandwidth: It opens bandwidth limitation for each user
The same feature allows restarting the limitation service.

Internet Blocker: It allows cutting off the internet access to
all users. The same feature can be used to restart the service,

DHCP Server Reboot: It allows rebooting DHCP service
(Dynamic IPs delivery)

Net service reboot: It allows reboaoting net services,
disconnecting all users from the net. This also allows cleaning
and renews ARP tables.

Reboot and Turnoff Server: Remotely reboot and turnoff
options.
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